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Heavy metal use in cosmetics poses severe health risks. In the United States, 41% of consumers aged 30 
to 59 use makeup daily, while more than 90% of cosmetics contain mercury (Hg), lead (Pb), and cadmium 
(Cd). As cosmetics are directly applied to the skin, metal ions easily enter the body through hair follicles 
and sweat pores, penetrating blood capillaries. Through this, metals bind to proteins or enzymes, disturbing 
the normal function, and accumulate in different organs. Therefore, the presence of heavy metals must be 
closely monitored, as their accumulation causes serious health problems ranging from dizziness and 
insomnia to neurological damage and miscarriage. Current heavy metal testing often requires a laboratory 
setting, specialized education, and complex detection processes. Existing biosensors are typically 
designed to address environmental issues and are incapable of simultaneous detection in cosmetics. This 
project aims to develop a lyophilized, in vitro test solution that detects mercury, lead, and cadmium 
concentrations in cosmetic products. The circuit employs metal-responsive transcription factors that 
activate fluorescent reporter gene expression in the presence of their corresponding ions. By enabling 
rapid, on-site screening of heavy-metal contamination, our platform significantly enhances transparency for 
both producers and consumers in the cosmetics industry. Once validated, it can be adapted to other fields 
to monitor heavy-metal contamination in household items, industrial materials, and environmental samples.  

Keywords: Heavy metals, cosmetic contamination, biosensor, fluorescent protein detection, in 
vitro toxicology 

 

ver the past few years, there has been 
a rising concern about heavy metal 
contamination in the environment and 

the health risks it poses to the population, as 
about 800,000 tons of lead have been 
released into the environment around the 
world (Zhao et al., 2022). The global 
cosmetics market was valued at 374.18 
billion US dollars in 2023 and is estimated to 
reach 417.24 billion US dollars by 2030 
(Cosmetics market size, share & industry 
analysis, n.d.). In the United States, 41% of 
consumers aged 30 to 59 use makeup daily, 
and 25% use it several times a week 
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(Djordjevic, n.d.). However, this rapidly 
growing industry involving heavy metal 
components is responsible for exposing 
humans to heavy metals that can harm our 
health.  

Common substances involved in 
cosmetics are mercury (Hg), lead (Pb), and 
cadmium (Cd), and even with strict controls 
of the manufacturing process and good 
practices, it is not possible to remove all such 
compounds or to ensure they are safe to use 
(Kicińska & Kowalczyk, 2025). Cosmetics 
are normally composed of small molecules, 
oil-soluble ingredients, and other chemicals 
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that have similar properties to the skin. Since 
cosmetics are directly applied to the skin, 
heavy metals can enter the body through hair 
follicles and sweat pores, ultimately reaching 
the blood capillaries (Nnaji et al., 2015; 
Raza-Naqvi et al., 2022), as illustrated in 
Figure 1.  

Metal ions can diffuse through the 
intercellular lipid pathways of the stratum 
corneum, particularly when in small, soluble, 
and lipophilic complexes such as mercury-
thiol complexes (Tchounwou et al., 2014). 
Hair follicles and sweat glands bypass the 
stratum corneum, allowing nanoparticles or 
metal ions suspended in creams to 
accumulate within these appendages. 
Additionally, surfactants, solvents such as 
alcohols, and penetration enhancers in 
cosmetic formulations disrupt the lipid 
matrix of the stratum corneum, facilitating 
deeper penetration. Green arrows indicate the 
pathways through which metal ions may 
enter systemic circulation (Nnaji et al., 2015).  

Over time, these metals accumulate in the 
body and interfere with biological processes 
by displacing normal functional groups 
through electron competition (Raza-Naqvi et 
al., 2022). Specifically, as illustrated in 
Figure 2, mercury has a high affinity for thiol 
(-SH) groups. Thus, it attacks the thiol group 
of the amino acid cysteine in proteins, 
distorting the tertiary structure of proteins, 
which leads to the loss of biological functions 
depending on the type of protein impacted. 
Meanwhile, lead attacks the hydroxyl (-OH) 
group. Since the body cannot metabolize or 

eliminate these heavy metals, prolonged 
exposure may lead to skin irritation, 
neurotoxicity, organ damage, and, in severe 
cases, cancer (Dinake et al., 2023; 
Coradduzza et al., 2024). Therefore, 
monitoring the concentration of heavy metals 
in cosmetic products is essential.  

Mercury can replace the thiol group (–
SH) of cysteine through an electrophilic 
substitution reaction, forming 
methylmercury-cysteinate and releasing a 
hydrogen ion. This interaction contributes to 
toxicity and disrupts normal protein function. 
Similar reactions occur with lead and 
cadmium, which also target thiol groups as 
well as other functional groups within 
proteins (Dinake et al., 2023). 

Unfortunately, many consumers are 
unaware of the risks associated with the 
cosmetics they use. Research on unregulated 
cosmetic products, such as whitening creams, 
reveals that these products frequently contain 
chromium, copper, and lead in amounts that 
exceed permissible limits (Arputhanantham 
et al., 2024). The FDA does not require 
cosmetic companies to report excess 
concentrations of heavy metals in their 
products, except for color additives (FDA, 
n.d.). Identifying the presence of heavy 
metals in cosmetics poses additional 
challenges for consumers due to the 
complexity of detection methods. Standard 
detection techniques such as microwave 
digestion, plasma-optical emission 
spectroscopy (ICP-OES), inductively 
coupled plasma mass spectroscopy (ICP-
MS), and atomic absorption spectroscopy 
(AAS) are techniques currently used for 
sensing heavy metals; however, they require 
professional laboratory settings and are not 
easily accessible to individuals (Heavy metal 
test in cosmetic products, n.d.). 

Therefore, this project aims to create a 
biosensor that detects heavy metal 

Figure 1. Penetration of heavy metals through 
human skin.  

Figure 2. Electrophilic substitution of mercury at 
the thiol group of cysteine.  
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concentrations in various products, and in 
turn leading to more transparency regarding 
cosmetics components and safety risks. This 
project seeks to address three main heavy 
metals: mercury, lead, and cadmium.  

Mercury whitens the skin by inhibiting 
melanin production, a substance responsible 
for skin pigmentation. The FDA-
recommended concentration is under one part 
per million (ppm), but many manufacturers 
use above 1000 ppm of mercury to maximize 
their whitening effect (FDA, n.d.; Sun et al., 
2017). Side effects of mercury intoxication 
include dizziness, insomnia, and neurological 
damage (Fernandes Azevedo et al., 2012).  

Lead is a color additive ingredient in lip 
products and eyeliners, which enables 
cosmetics to feature a variety of colors (Raza-
Naqvi et al., 2022). However, blood lead 
concentrations of 3.5 µg/dL or higher might 
lead to harmful effects such as miscarriage, 
irregular menstrual cycles, changes in 
hormones, and diminished fertility in both 
genders (World Health Organization, 2024). 
The FDA recommends that lead levels in 
cosmetics not exceed 10 ppm (FDA, n.d.). 
While most products adhere to these 
guidelines, some intentionally exceed the 
limit to enhance certain effects such as 
increased whitening. For example, the Center 
for Disease Control and Prevention (CDC) 
documented cases of elevated blood lead 
levels for adults and children exposed to 
Surma, a type of eye cosmetic that acts as 
lead exposure (Hore et al., 2024). These 
findings highlight the ongoing need for not 
only stricter restrictions but also the 
development of accessible methods for 
customers to test products at home.  

Cadmium sulfide is a yellow pigment that 
achieves specific colors. It is overused in 
many products to produce more intense or 
longer-lasting hues. Cadmium expands color 
tones in eyeliners, lip gloss, and beauty 
creams (Omenka & Adeyi, 2016). Excessive 
intake of 0.005 mg/kg/day for more than two 
weeks (U.S. Environmental Protection 
Agency, n.d.) can lead to kidney disorders, 
proteinuria (high levels of protein in urine), 
potential carcinogenic exposure, and genetic 
disorders (Raza-Naqvi et al., 2022). While 
there is currently no FDA limit to cadmium 
usage, the European Union’s limit is 20 ppm 
(Abed et al., 2024).  

The table summarizes the typical uses of 
each metal, the maximum permissible limits 
set by the FDA for cosmetic products, and the 
associated health risks resulting from 
exposure or intoxication. [Created in 
BioRender. Kim, Y., Qin, R. (2025) 
https://BioRender.com/7cl8ygd] 

Given the similar uses and the variety of 
purposes of the above heavy metals in 
cosmetics, two or more metals often coexist 
in a single product (Fernandes Azevedo et al., 
2012). Moreover, since consumers often use 
multiple cosmetic products simultaneously, it 
would be ideal to develop a combined 
mechanism to test for various heavy metals at 
once. Current testing equipments, such as 
Inductively Coupled Plasma Mass 
Spectrometry (ICP-MS) and Atomic 
Absorption Spectrometry (AAS), as well as 
X-ray fluorescence (XRF) are complicated 
and require a laboratory setting, where 
samples need to be collected, washed, 
prepared before quantifying for the results 
(Arshad et al., 2020). Existing heavy metal 
biosensors lack a combination method that 
can test multiple heavy metals at the same 
time.  

Each metal triggers a distinct color 
change for easy identification. MerR, a 
mercury-binding transcriptional regulator, is 
activated in the presence of Hg ions and 
initiates transcription of promoter pMerT 
down the gene, coding for Green Fluorescent 
Protein (GFP). Similarly, the lead-responsive 
transcription factor PbrR activates the pPbrA 
promoter in the presence of lead ions, then 
initiates the code for Red Fluorescent Protein 
(RFP) that indicates the presence of lead. 
Finally, the cadmium-binding transcription 
factor CadR activates the promoter pCadA 

Figure 3. Comparison of mercury, lead, and 
cadmium.  
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and codes for Cyan Fluorescent Protein 
(CFP) to indicate cadmium ions.  

The left side illustrates the transcriptional 
machinery extracted from cells for use in a 
cell-free system.Specific genetic components 
involved in metal ion detection are displayed 
within the big tube. Smaller tubes with green, 
red, and blue indicate possible outcomes 
following the genetic pathway. [Created in 
BioRender. Kim, Y. (2025) 
https://BioRender.com/va01qh7] 

We opted for in vitro detection because it 
does not require a host, thus increasing 
success probabilities, as host organisms can 
easily die in heavy metal environments with 
which this project works (Wu et al., 2008). 
Additionally, combining three circuits 
simultaneously, whether by inserting them as 
three different plasmids or creating a super 
plasmid, can result in plasmid 
incompatibility, burden, reduced stability, 
and competition in cloning sites. In vitro 
circuits, on the other hand, mitigate these 
issues. Finally, our final product, a portable 
testing chamber, is easily accessible for 
consumers in a household setting. Since it 
does not rely on microbes, this biosensor 
does not require maintenance to keep it alive, 
ensuring safe and hygienic use. This enables 
the manufacturers to evaluate the contents of 

the components they use in cosmetics, 
allowing them to evaluate the risks of their 
own products.  

Systems level 
This project aims to engineer an in vitro, 
lyophilized biosensor to detect contamination 
by heavy metal mercury, lead, and cadmium 
in industrial products that pose health and 
environmental risks. The biosensor, upon 
rehydration, contains genetic circuits that 
specifically bind each target metal ion and 
produces a visible fluorescent signal 
indicating such presence.  

We aimed for the cell-free circuit design 
to address two concerns: toxicity and plasmid 
competition.  The biosensor requires 
continuous detection of high concentrations 
of heavy metals, and since these chemicals 
inhibit the growth and impair the 
performance of many common host 
bacteria—such as Escherichia coli and 
Pseudomonas putida—the use of living 
organisms is unsuitable for this system. 
Integrating multiple genetic circuits into one 
host is also challenging due to plasmid 
incompatibility: when plasmids share the 
same replicon, the antisense-RNA replication 
control halts replication at high plasmid 
numbers indiscriminately, leading to 
insufficient plasmid number for each circuit 
(Schwiesow, 2020). Competition over 
centromere-binding proteins (CBPs) that 
controls partitioning and NTPase that serve 
as energy for cellular functions may lead to 
uneven distribution of genetic materials in 
daughter cells, as illustrated in Figure 5 
(Schwiesow, 2020; Schumacher, 2012).  

Potential competition regarding replicon 
or partitioning systems may arise if our 
design incorporates plasmids and host 

Figure 4. In vitro genetic circuit.  

Figure 5. Plasmid Incompatibility.  
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bacteria, impeding system functionality. 
[Created in BioRender. Kim, Y. (2025) 
https://BioRender.com/6hw1252] 

Low-viscosity fluids or small solid 
particles can be added directly to the 
rehydrated reaction mixture at room 
temperature. All reagents are pre-prepared in 
1.5 mL microcentrifuge tubes containing a 
commercial cell-free expression kit 
purchased through manufacturers such as 
Arbor Biosciences or Thermo Fisher, where 
our custom DNA constructs are added. In the 
presence of a target ion, a metal-responsive 
transcriptional regulator binds the ion and 
activates its promoter, driving expression of 
a fluorescent reporter protein. Each metal is 
paired with a unique fluorescent reporter 
color, where green indicates mercury, red 
indicates lead, and cyan indicates cadmium. 
Users could interpret the results through a 
visible color change or by measuring the 
quantitative fluorescent data with a 
fluorometer.  

The reaction operates optimally at pH 7.5 
at room temperature, as the transcription-
translation system is optimal at these 
conditions (Stephen and Mishanina, 2022). 
HEPES buffer with a pKa of 7.5 is chosen for 
system dehydration and operation for its 
strong stability (Sigma-Aldrich, n.d.). The 
freeze-dried systems can be stored at –50°C 
to –20°C or refrigerated at 4°C or below 
(Gregorio et al., 2019). The biosensor is 
useful for on-site quality control in 
manufacturing, environmental testing of 
water and soil, and rapid screening of 
household consumer products. This assay 
requires minimal training.  

Device level 
The biosensor combines a 1.5 mL 
microcentrifuge tube containing a 
commercial freeze-dried cell-free protein 
expression kit and our own designed DNA 
construct. This master mix provides all the 
machinery required for reactions and can 
produce enzymes, transcription factors, toxic 
proteins, and other soluble proteins, with 
typical yields of 5 μg to > 500 μg in a reaction 
volume of 5 μL to > 250 μL (Arbor 
Biosciences). The system is compatible with 
any T7 or E. coli promoter, and accepts both 

plasmid and linear DNA at 10–40 ng/μL. 
Reactions are incubated at 27°C for 1–24 
hours (Arbor Biosciences.). The cell-free 
system is lyophilized and can be stored 
frozen and rehydrated with a buffer 
immediately before use.  

Each sensing module for the heavy 
metals is composed of a sensor, a promoter, 
and a reporter. Regulatory proteins are 
selectively activated by binding to their 
corresponding ion substrates. Upon 
activation, the expression of GFP, RFP, and 
CFP produces green, red, and cyan 
fluorescent signals, respectively, and specific 
values can be detected using a fluorometer. 
To enable quantitative interpretation, 
calibration curves are generated by testing 
the biosensor against a series of known 
heavy-metal concentrations (Andriani & 
Kubo, 2021). Starting from a 100 ppm stock 
solution, serial dilutions at 10 ppm, 1 ppm, 
and 0.1 ppm are prepared. Each test sample is 
placed in an enclosed black box, and its 
fluorescence is measured with a light-
dependent resistor (LDR), which converts 
light intensity into an output voltage. By 
plotting known concentrations against the 
corresponding LDR voltages and fitting a 
regression, the user will have an easier time 
interpreting the outputs from not only what 
exists but also its concentration.  

When exposed to heavy metal ions 
(mercury, lead, or cadmium), the biosensor 
activates the corresponding genetic pathway, 
producing a detectable fluorescent signal. 
Tube colors correspond to fluorescence 
linked with each metal: green for mercury, 
red for lead, and blue for cadmium. [Created 
in BioRender. Qin, R. (2025) 
https://BioRender.com/kxr7k3v] 

Parts level 
In the mercury detection system, when 
mercury ions are present, they bind to the 
regulatory protein MerR, inducing a 
conformational change. This change 
activates the promoter PmerT, initiating the 
transcription of the reporter gene gfp, and 
encoding for the GFP (Doulix, n.d.; 
Lopreside et al., 2021). Consequently, the 
appearance of green fluorescence indicates 
the presence of mercury under UV light or 
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visible light. Similarly, lead ions bind to the 
pbrR regulatory protein in the lead detection 
system, activating promoter PpbrA, 
transcribing the reporter gene rfp, and 
producing RFP (iGEM Registry, n.d.; Hui et 
al., 2023). In the cadmium detection system, 
cadmium ions bind to the CadR regulatory 
protein, activating promoter PcadA, which 
transcribes the cfp reporter gene and 
ultimately produces CFP, is then stopped by 
a terminator (Schulz et al., 2021). 

Each circuit is initiated by a metal-
specific regulatory protein and a promoter 
driving the expression of a fluorescent 
reporter gene. [Created in BioRender. Yoon, 
J. (2025) https://BioRender.com/6hw1252] 

The ColE1 origin of replication is used 
because of its high yield in DNA output 
(Morgan, 2020). A B0015 rho-independent 
terminator, known for its strong and protein-

independent termination efficiency, ensures 
clean transcriptional ends (iGEM Registry, 
n.d.). Additionally, to improve signal 
strength and stability, superfolder variants of 
fluorescent proteins, such as sfGFP, are 
considered as they provide enhanced physical 
properties and protein expression (Pedelacq 
& Cabantous, 2019). All genetic parts are 
synthesized and assembled through Thermo 
Fisher or similar providers.  

Safety 
According to the Food and Drug 
Administration (FDA), mercury is permitted 
in cosmetics only as a preservative in eye 
products and must be present at a 
concentration of less than 1 ppm (FDA., 
2020). It is not allowed in other cosmetic 

Figure 6. Detection flowchart for heavy metal identification using a cell-free biosensor. 

Figure 7. Genetic circuits for mercury, lead, and cadmium detection. 
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products or color additives. The FDA sets a 
limit of 10 ppm for lead in cosmetics and 20 
ppm for lead in color additives. While there 
are no strict federal regulations in the U.S. 
regarding cadmium in cosmetics, Health 
Canada sets a limit of 3 ppm, above which it 
is considered an impurity (Canada, 2012). 
Any concentration of these heavy metals 
exceeding the specified limits is considered 
contamination and poses a risk to human 
health. 

Since mercury, lead, and cadmium are 
toxic, proper safety protocols in laboratory 
environments are essential. Standard 
laboratory safety equipment, such as nitrile 
gloves, lab coats, and eye protection goggles, 
are used at all times.  The required heavy 
metals are typically supplied as liquid 
solutions in sealed containers, so serial 
dilutions should be performed in a fume hood 
using pipettes to ensure accuracy. Deionized 
water is used during dilution to prevent 
unintended reactions. Waste is collected in a 
designated container for heavy metals and 
disposed of following the institution’s 
hazardous waste procedures.  

As a heavy metal sensing circuit, 
regulations regarding biosafety levels (BSL) 
are not applicable, since heavy metals are not 
microbes or biological agents; however, 
biosafety and biosecurity must be secured. 
Biosensor testing chambers should be stored 
in the refrigerator until use and then disposed 
of under heavy metal waste standards after 
testing. Stock solutions of heavy metals 
should be stored in tightly sealed containers 
within secondary containment trays and kept 
in locked chemical cabinets designated for 
toxic substances.  

Discussions 
This project aims to create a biosensor that 
detects the presence of mercury, lead, and 
cadmium by generating a color change. 
Compared to traditional methods such as 
chromatography and capillary 
electrophoresis, this bioengineered construct 
provides a faster, portable, and simple lab 
procedure by utilizing lyophilized reaction 
kits (Wang et al., 2024). Without the need to 
maintain host cell viability, the DNA 
construct will be more stable when facing 

environmental stressors. By incorporating 
separate genetic pathways, the system 
produces distinct fluorescence signals that 
not only indicate the presence of specific 
heavy metals but can also be quantified 
against standard curves to determine exact 
concentrations, thereby empowering 
consumers and producers to verify safety 
claims and enabling sellers to understand the 
composition of their products better.  

A key challenge in implementing this 
biosensor is obtaining governmental 
approval to work with heavy metals in 
laboratory settings. Experiment and disposal 
procedures will also strictly follow the 
guidelines set by the Environmental 
Protection Agency (U.S. Environmental 
Protection Agency, n.d.). In terms of 
functionality, the biosensor does not account 
for metal speciation; the color change only 
indicates the presence of a metal and gives no 
information on its type or role in the 
household or industrialized product. The 
protein transcription factors included in the 
DNA construct bind only to free metal ions 
(e.g., Hg²⁺, Pb²⁺, Cd²⁺) or loosely bonded 
metals, such as weak electrostatic or 
hydrogen binding, that can dissociate under 
the test conditions (e.g., Pb(OOCCH₃)₂, lead 
acetate) (Wang et al., 2024). On the other 
hand, they are unable to interact effectively 
with metals in complexed or nanoparticulate 
forms (e.g., Hg(SR)₂, CdSe/ZnS quantum 
dots), which often require chemical 
pretreatment or digestion to release free 
metal ions (Varun et al., 2018).  Depending 
on the viscosity or color of the sample, the 
fluorescence-based color change may not be 
visible to the naked eye; in such cases, a 
fluorometer is recommended. Some products 
may contain only trace amounts of heavy 
metals, and the sensor’s effectiveness at these 
concentrations is unknown. The construct’s 
lower and upper limits will need to be 
determined experimentally.  

Circuit components will continue to be 
optimized to match target detection 
thresholds and environmental concentrations. 
Together, these advancements underscore the 
potential for a safer, more efficient, and more 
accessible solution to addressing high heavy 
metal concentrations in the field of 
cosmetics.  

If the biosensor successfully fulfills the 
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need to detect heavy metals, future iterations 
may extend its application to other industrial 
areas, such as the detection of environmental 
toxins and contamination in household and 
industrial products. The system also has the 
potential to be integrated into a lateral flow 
device (test strips) rather than a kit for 
possible future consumer accessibility.  

Next steps   
This project features a proof of concept. 
Target gene sequences will be customized 
from commercial gene synthesis suppliers 
such as Thermo Fisher and Biosupplies, and 
codon-optimized for use in cell-free systems. 
They will then be integrated with the TX-TL 
kits and lyophilized for storage. Experiments 
will be performed to validate the design and 
refine the system until it meets performance 
criteria.  

To confirm successful DNA input into 
the kit, a positive control template that 
produces fluorescence will be used as a 
comparison. DNA will be pre-quantified 
using a spectrophotometer. Pathway 
efficiency will be measured through 
fluorescence intensity and standard curves, 
and comparing circuit responses will evaluate 
promoter strength and reaction time. The 
reaction does not produce byproducts; 
however, unreacted metals and waste may 
accumulate in the microtubes after detection, 
so the product should be disposed of as 
chemical waste.  

The biosensor will then proceed to be 
tested with industrial or household 
contaminated products. With government 
approval, both pure heavy metals and 
cosmetics containing heavy metals will be 
tested at equivalent metal concentrations to 
evaluate the biosensor’s response and 
determine whether its ideal efficiency 
matches its actual efficiency. All experiments 
will be conducted in controlled laboratory 
environments first. To ensure consistency 
and accuracy, multiple tests will be 
performed on a range of heavy metal 
concentrations to determine detection 
thresholds. Safety precautions will be strictly 
enforced at all times. If the results prove 
successful, further steps towards product 
implementation may be considered.  
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